Walid Gourideche

Born July 20, 2003 in Taza, Morocco | Nationality: Moroccan
Cite Al Amane Imm A Apt 1, 35000 Taza, Morocco

+212 698 585 528 | walidgourideche@gmail.com
Portfolio | GitHub | LinkedIn

Education
Specialized Institute of Applied Technology (ISTA) 09/2024 - 06/2026
Specialized Technician in IT Networks and Systems Taza, Morocco

» Core subjects: Windows Server, Linux administration, TCP/IP, routing and switching, DNS/DHCP, Active
Directory, virtualization, and IT security.

Hann. Miinden Hospital 10/2023 - 01/2024
Orientation Phase in Healthcare Hann. Miinden, Germany
» Deepened professional German skills in the workplace and gained direct insight into German work culture.

Al Falah 2 Secondary School 09/2020 - 06/2021
Baccalauréat (A-Level Equivalent), Physical Sciences Taza, Morocco

Practical Experience
Inaya Connect 05/2026 - Present
System Administrator Taza, Morocco

» Administering Linux production servers on Oracle Cloud Infrastructure (OCI), managing SaaS workflows via
PM2, and configuring routing and network security via Cloudflare.

+ Designed and managing the remote update deployment system for POS terminals, resolving incidents and
ensuring continuous service availability for SMB clients.

Regional Multiservices Company Fés-Meknés (SRM) 04/2026 - 05/2026

IT Network Intern Taza, Morocco

» Supported server optimization and monitoring of core infrastructure for the regional utility company.

+ Assisted with routine operations and resource management to ensure reliable system availability.

IQRA Company 01/2026 - 02/2026
IT Network Intern Casablanca, Morocco
* Remotely monitored and administered network systems and enterprise services via SSH and RDP.

Click Service 06/2025 - 09/2025
IT Support and Networks Intern Taza, Morocco

+ Installed and configured operating systems, managed IT inventory, and set up and maintained local client
networks.

IT Projects
Enterprise IT Infrastructure 2026
Building and Securing an Enterprise Network Lab Project

+ Built a virtual enterprise network with pfSense firewall, Windows Server 2022 (Active Directory and DNS),
Netdata monitoring, and Suricata IPS for real-time network scan detection.

PortGuardian Enterprise 2026

USB Threat Detection and Incident Response System Security Project

* Developed a Windows endpoint security agent using Python, PyQt6, WMI, and Splunk Syslog for automated
USB detection, local file inspection, alerting, and instant device isolation.

Technical Skills

Networking: Cisco 10S, Routing & Switching, TCP/IP, Subnetting, VLANs, DNS/DHCP, Wireshark, GNS3
System Administration: Windows Server, Active Directory, Linux (Debian/Ubuntu), Hyper-V, VMware, Oracle
Cloud, Python

IT Security: pfSense, Suricata (IPS/IDS), pfBlockerNG, Nmap, Vulnerability Analysis, Firewall Configuration

Languages

German: Fluent written and spoken (OSD Certificate B2, full examination: written & oral passed, 2026)
English: Near-native fluency (C1/C2) | French: Fluent | Arabic: Native Speaker
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